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PROFESSIONAL SUMMARY 

Penetration Tester with 2+ years of paid, hands-on offensive security experience across web applications, APIs, networks, 
and cloud environments (AWS, Azure, GCP). Delivered 55+ authorized engagements for clients spanning e-commerce, 
fintech, and enterprise hybrid infrastructure, uncovering 100+ vulnerabilities and improving client remediation rates through 
clear, risk-prioritized reporting. Comfortable working independently in fully remote, cross-timezone teams. Open to remote 
roles internationally; no sponsorship required. 

PROFESSIONAL EXPERIENCE 

Penetration Tester — Cybervol (Remote) Apr 2024 – Nov 2025 
●​ Led 40+ end-to-end authorized penetration tests across hybrid on-prem/cloud environments, identifying 100+ 

vulnerabilities including critical business-logic and configuration flaws. 
●​ Delivered risk-prioritized vulnerability reports and remediation roadmaps to executive and engineering 

stakeholders, improving closure rates on critical findings by 30%. 
●​ Partnered directly with DevOps teams to remediate 80+ API and microservices issues, cutting critical vulnerability 

dwell time by 40%. 

Security Consultant — Freelance (Remote) May 2020 – Mar 2024 
●​ Delivered black-box and gray-box penetration tests for 15+ international clients across e-commerce and financial 

services, identifying high-severity design and configuration flaws. 
●​ Built detailed exploit chains, proof-of-concepts, and remediation blueprints aligned to OWASP and NIST standards, 

strengthening clients' audit readiness and security posture. 
●​ Ran security awareness sessions and tabletop exercises for engineering teams, increasing internal vulnerability 

reporting and reducing recurring misconfigurations. 

TECHNICAL SKILLS 

●​ Offensive Security: Web application testing (WAPT), network penetration testing, API security testing, cloud security 
(AWS, Azure, GCP), red teaming, social engineering, threat modeling, OWASP Top 10, PTES methodology. 

●​ Tools: Kali Linux, Burp Suite Professional, Metasploit, Nmap, Wireshark, SIEM platforms, SAST/DAST tooling. 
●​ Programming & Compliance: Python, Bash/shell scripting, CVE analysis, vulnerability risk remediation, incident 

response, GDPR, HIPAA, PCI DSS. 

CONTINUOUS LEARNING & TECHNICAL COURSEWORK  

●​ Advanced Offensive Security — Udemy / Coursera (2023) 
●​ Threat Hunting & Cryptography — Coursera (2022) 
●​ Ethical Hacking: Pentesting — Udemy (2022) 
●​ Linux Privilege Escalation — ZSecurity (2021) 
●​ Web Security Testing & Bug Bounty — ZSecurity (2020) 

EDUCATION 

Bachelor of Science, Computer Science (BSCS) Jan 2024 
Karachi University 
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